
 

 

Randtronics Data Privacy Manager (DPM) provides comprehensive data protection for sensitive personal 
and financial information across public Clouds and in-house systems. DPM facilitates data privacy and 
compliance and provides “need-to-know” access for internal and external users, and ensures data protection 
in virtualised environments.  
 
DPM provides a PCI DSS, HIPAA, & Data Privacy compliance solution using encryption, masking, 

tokenization and anonymization to protect data. DPM’s key management option includes FIPS 140-2 L3 & 
Common Criteria EAL 4+ certified HSM for strong protection of cryptographic keys and the highest level of 
security.  
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Data Masking 
Varying Masking characters and ranges can be 
configured for different databases, users and 
applications. Dynamic & Static Masking profiles 
facilitate changing of configurations on-the-fly.  
 
Tokenization 
Format preserving feature protects sensitive data by 
replacing it with surrogate values of the same size 
and type. Original data is then transferred and 
securely stored in a centralised Data Vault. 1-to-1 
mapped values maintains referential integrity and 
allow applications to use them instead of original 
data.  
 
Anonymization 
Eliminate identity through plug and play Sanitizing 
APIs for big data analysis.  
 
Encryption 
The Data Vault is encrypted using industry standard 
AES-256 encryption with full-lifecycle key 
management. Volume, File, Folder, DB & App API 
Options provide defence in depth features.   
 
Access Control 
Single-Sign-On, Role based and fine-grained access 
control & auditing capability across data centre, 
cloud and mobile. “Need-to-know” access to 
sensitive data for authorised users and no access for 
privileged users.  
 
Multi-Factor Authentication 
Supports multi-factor tokenless authentication. 
 
File Protection  
The DPM File agent policies target  sensitive data in 
files and provides ACL & App whitelisting according 
to predefined  policies. Any data file type is 
supported.  
 
Ease of Deployment and Use 
Masking, Encryption Tokenization and 
Anonymization are implemented via plug-and-play 
connectors for Application Servers and Databases. 
Centralised Policy management allows control over 
security configurations. 
 
  
Scalability  
Scalable to accept increased volumes of data and 
user traffic  without impacting performance. 
 

Features and Benefits  

Platforms 

 RHEL, CentOS or Windows 

 IBM iSeries, IBM ZSeries, IBM AIX, HP UX, Oracle 
Solaris 

 
Databases 

 Oracle 10g, DB2 9.7 or higher, IBM iSeries DB2 R5.4+ 

 MS SQL Server 2005 or higher 

 MySQL 
 
Key Management 

 On premises 

 Cloud provider or Randtronics Hosted 
 
Clouds 
 Any IaaS or PaaS based Cloud such as Amazon (AWS EC2 
 & RDS), Telstra Cloud Services, Macquarie Telecom 
 
DPM Manager 
 RHEL, CentOS or Windows; Oracle, MS SQL or MySQL 

Supported Environments 


