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* The traditional approach to protecting encryption keys and data is to
use a Hardware Security Module (HSM). There are many different HSM
vendors and models and the core features common to all are the ability
to provide encryption and decryption of data/keys and store the master
key (a key that never leaves the HSM).

.y * Applications can integrate with the HSM using APIs such as Java,
Th e Tra d Itlo n a I PCKS11, KMIP or other protocols including HSM specific interfaces.
Applications can send enchption and decryption requests to the HSM
with the data they would like to encrypt or decrypt and the key ID to
A rOaCh TO use. This data can also be keys controlled by the application, but
p p encrypted with the HSM master key.

Data Secu rlty * An organization has many types of data such as credit card data

(numeric, 16 digits), address (alphanumeric or text), images, etc. Not all
data types are suitable for sending to the HSM. Credit card numbers are
small and are suitable for transport over LAN and processing inside an
HSM. Full databases are gigabytes or more in size and are not suitable.

* Databases implementing native encr\{]ption known as TDE (Transparent
Data Encryption) can integrate with the HSM. In this case the flow is a
little different from applications in that the database creates TDE keys
which are encrypted with the HSM master key, but are stored within the
database. When the database starts, it needs to connect with the HSM
to decrypt the TDE keys using the HSM master key.



The Traditional Approach to Data Security
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While thisLtradition};f_ffapp'foach has been employed by companies for many years, it

does have a number of drawbacks:

e Need tolearn HSM APIs

e Design and perform code changes to existing applications to make use of HSMs
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e  Migrate existing data when the HSM is initially put info place
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e Database TDE is vendor specific
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While'HSMs are able to protect data, the primafy technical,issue is applications need

— —

to be modified in order to use them. This leads to a large,development and test effort

and project budget over runs often occur. Once the system passes QA and is

deployed, then any change to a compliance standard, privacy enforcement or HSM

vendor, requires a change to the e”sti;lg appli€ation. Fig 1. HSM applications & Key am
flows



The Big Issue With The
Traditional Approach

By far the major issue with the traditional approach is the amount of code
changes required to use the HSM. On initial analysis it might seem that these
changes only require changing code to make use of the HSM to encrypt and
decrypt data, but there are many more items to consider:

Change code and add calls to the HSM to encrypt and decrypt sensitive
data, including changes to application logic to identify sensitive data for
encryption/decryption

Need to maintain the relationship between encrypted data and a key ID
that was used to encrypt data. If data is backed up, the relationship
needs to be backed up as well so the data can be decrypted

Implement logic to handle key rotation and key revocation — applications
must be able to re-encrypt data using the new key values. Need to be
able to keep track of all versions of the keys so the old backups could be
decrypted in the future.

Implement logic to manage access control of applications, separation of
duties for system administrators

Auditing and logging needs to be implemented for each
encryption/decryption operation so that all access events can be tracked

Sﬁcurely store HSM access details so that only applications can access
them

rendftronics
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The Innovative
Approach To
Data Security
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Many of the drawbacks of the traditional approach can be fixed
by using the Randtronics out of the box DPM that features: no
code changes, rich privacy options, multi-vendor HSM support
and the recommended security principles of policy based
privacy to data protection. Where optimization requires code
changes the DPM APIs are middleware code which simplifies
application integration to a few lines of coding as the
middleware handles the best practice guidelines of security
experts.

With Randtronics protection options there is no need to make
code or application changes to encrypt your data in applications,
files or databases. It saves time on learning 3rd party APIs and
performing and testing code changes. It does not change the
way of how a user or application accesses the data and it keeps
the data secure. This results in a tremendous saving in
development and testing costs. Key Management, storing
master key in HSM, access control and auditing are taken care of
using the Randtronics DPM product.
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Policy Based Privacy

An Approved Security Practice
Recommended by Security Experts

Policy based privacy allows users to set a policy that
defines how data should be protected. It simplifies the
apFroach to spoofing and protecting data. The policy is
defined by the securit&/ and compliance team and governs
the protection of the data. Policy settings include:

e How the data is spoofed (encryption, format
preserving, masking, tokenization, pseudonymization,
anonymization)

e  What data is protected (files, folders, whole
databases, columns, application data, on-prem, cloud)

e  Who is authorized to see the data in the clear (user
and application)

e Time of day or other access day restrictions on when
data can be retrieved

e  What sort of keys are used for encryption
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* The policy based approach is designed to be flexible to meet the
needs of customers. Once a policy has been defined it can then
be enforced by Randtronics DPM Manager and its enforcement
agents and connectors. DPM protects the data at file,
application and database levels using the configured policy.

POI icy Ba SEd The policy based approach removes the need for applications to
have.to implement much of the security logic.
Integration Layers
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Data De-identification examples

Original Card Number

Pseudonymization
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Masking

Tokenization (Numeric) \

Fig 3. Rich Data Privacy
Flexibility Examples



Multi Vendor Flexible Key
Generation

* Randtronics protection options use encryption for data
protection which require encryption keys. Encryption keys
can be generated in software which can help keep costs low
or the policy based approach can integrate with HSMs for
higher key assurance. The flexibility in key generation allows
a wide range of companies — from the smallest start-ups
looking for basic security to large banks and defense
organizations looking for maximum security.

* Key generation is not locked to a specific HSM vendor as
multiple vendors are supported. Policies can easily be
configured for different HSM vendors or even quantum true
random number generation can be incorporated for higher
key entropy.
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Transparent Data
Protection

* There are many legacy applications used by
enterprises and may be difficult or even
impossible to perform code changes to
integrate with an HSM.

* File level and column level data protection
policies can be achieved transparently to
applications and users. No application
changes or reconfigurations are required
for existing applications. A workflow for
applications, database, and end-users does
not change after encryption is applied.




Flexible Data Spoofing
Options

Policy based approach to data spoofing allows a flexible choice of
protection for the data. Policies can be configured to use any of
the following:

° Encryption — data is encrypted with industry standard AES
encryption

° Masking — replacing sensitive parts of data with a masking
character to hide parts of data or the full data

° Tokenization (or pseudoanonymization) — replacing
sensitive data with tokens or “spoofed” data that looks like
the real data. Different from encryption in that the token is
randomly generated

° Anonymization — replacing data with random tokens that
cannot be detokenized, while maintaining the meaning of
the data

° Format preserving encryption — similar to encryption, the
cipher text matches the length and datatype of the original
data
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Policy Based
Approach is
Vendor Neutral

The policy based approach is vendor neutral. The same polices can

be used to protect databases, whether they are Oracle, IBM DB2,
MySQL, Maria or Microsoft SQL Server databases. Also any
application data whether it is MS Office files, video files, images, or
financial files can be protected.

Other benefits include:

Initial data migration is handled once the policy has been put in
place

Applications do not need to implement key management or
access control

Full auditing of how data is accessed and which policy was
enforced

Backup of keys can be scheduled the same way as data backup
using existing backup tools.

Policy based data protection makes it easier for companies to
achieve compliance and data protection.

rendtronics
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A financial application manages various sensitive information about the
customers, including bank account numbers, names, addresses, tax file
numbers, etc. It writes data to a back-end MS SQL Server database as well 4 : :
as log files. A company security policy requires data to be protected using Fig 3. Complete Database
encryption. 4 - Encryption

The old approach:

* To integrate with an HSM, encryption keys are created in the HSM and
then encryption API calls are performed to encrypt data before it is
written to the database and into the log file. When the data needs to
be presented back to the screen, a decryption API call is performed to
decrypt data.

The new approach:

* The entire database is encrypted at a file level. Only a database service
can access and decrypt/encrypt data. All data in the database are
protected. Log files are also encrypted at a file level and only the
financial application can access the files. Data is protected from OS
users including privileged administrators. No code changes are required
to be performed within the application or database.



Column Level Database
Encryption

Alternatively, the database can be protected
at a column level. Only columns that are
required to be protected are tokenized or
encrypted. Data is protected from OS or
database users including privileged
administrators and DBAs. Log files are
encrypted at a file level and only the financial
application can access the files.

Data

Before i 5567891157

9371529708

Format Preserved

Fig 4. Column Level Database
Encryption

Ciphertext
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Randtronics DPM helps businesses protect compliance data easily with best practice security
guidelines and without code changes or business process changes. In today’s disruptive business
environment where legacy applications are being replaced by newer applications businesses can

substantially benefit from Randtronics DPM innovation. We add privacy without the pain and
expenses:
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