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Randtronics Data Privacy Manager
Migration from Vormetric DSM
[bookmark: _Toc135214291]Background
On July 7th 2023, Townsend Security announced[footnoteRef:2] support for Alliance Key Manager products will cease 30th November 2023. Townsend is encouraging its Key Alliance customer base to find alternative solutions.  [2:  https://info.townsendsecurity.com/] 

For Townsend Security customers who have used Alliance Key Manager as part of their Transparent Data Encryption (TDE) solution to protect databases, Randtronics is pleased to offer its Data Security Platform (DPM) as a straightforward ‘drop-in’ replacement.
Randtronics Data Privacy Manager (DPM) is a 100% software-only data security platform that manages encryption protections for structured and unstructured data on-premise and on-cloud. The product features: 
· Universal, centralized key management to FIPs 140-2 Level 3 and EAL 4+ assurance level
· Encryption, format preserved encryption, tokenization and masking 
· No-code change Transparent Data Encryption (TDE) for Windows and Linux environments
· No-code change field-level protection (FLP) for MS-SQL Server and Oracle Database and flat files
· Low-code API protection for any field-level protection (FLP) for any application-database stored anywhere
· Shared file encryption to protect files shared across Dropbox, email, OneDrive, Google Drive, FTP
[bookmark: _Hlk17730071]This document provides a guide to organizations planning their end-of-life migration from Townsend Security Key Alliance HSM or virtual appliance to Randtronics DPM.
For customers seeking assistance with their migration process, Randtronics offers a full range of professional services to assist customers with their migration program, details set out in section 4 below.
[bookmark: _Toc135214292]FAQ
Can management of encrypted data be transferred from Alliance Key Manager to Randtronics without decryption?
· Short answer is no, the internal workings of Alliance Key Manager are opaque to outsiders and for data to be transferred it needs to be decrypted and then re-encrypted by Randtronics’ DPM
Can the data decrypt/ re-encrypt process be done in batch mode?
· Yes, provided there is a maintenance window organized where the files are exclusively available for the transfer process
Can the data decrypt / re-encrypt process occur whilst the data source is in use?
· Parallel data transfer is possible for database that support standard synchronization methods – for more information, see below
Can Randtronics assist the transition process?
· Randtronics professional services are available to support customers with planning and executing their migration programs – for more information, see section 4 below
[bookmark: _Toc135214293]Overview
Migrating data from one encryption product to another requires careful planning and execution. This planning guide is designed to assist you successfully migrate your encrypted data from your legacy Transparent Data Encryption (TDE) solution to Randtronics DPM:
[bookmark: _Toc135214294]Determine timeframe constraints:
The first step is to consider the constraints on your planning timeframe:   
· How long can you afford to be reliant on Key Alliance once it goes end-of-life?
· Are there opportunities to consolidate or rationalize other encryption and key management solutions in your organization?
· What cost savings are available to you if you are not longer using the native TDE features of your databases?
· Is now a good time to consider expanding your TDE protection to all databases, servers and laptops as a measure to comprehensively reduce the opportunity for future data theft?
· Are there system downtime periods that you need to manage around?
[bookmark: _Toc135214295]Assess your current data
The second step is to assess the scope of the data transfer exercise.
How many databases are currently Transparent Data Encryption and storing their encryption keys via Alliance Key Manager?
Your data transition method options include:
· Option 1: Migration via local folder  
· Option 2: Migration via staging server
· Option 3: Database synchronization 
Timing of these processes will depend on the specifics of your server hardware and network.   It is recommended that you benchmark the decrypt/re-encrypt process as part of your preparation phase in order to assist in determining the time to convert each of your data sources.
[bookmark: _Toc135214296]Assess your key management strategy
Randtronics DPM is a 100% software only encryption management solution.
For customers seeking to simply address industry key management best practice by separating storage of encryption keys and data our DPM easyCipher (TDE) product offers an in-built centralized key management.
For customers seeking to enhance their management of encryption keys with policy-based key lifecycle management such as autorotation, key archiving,  we recommend combining DPM easyCipher with DPM easyKey
And DPM easyKey is also required for customers that require FIPS level key protection which DPM supports via integration with third-party HSM products 
[bookmark: _Toc135214297]Data transition methods
[bookmark: _Toc135214298]Migration in-situ
This migration method allows decryption and re-encryption of files on the current existing system. No additional system is required.  Data remains protected at all times.
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Figure 1 In-situ migration 
a) Install Randtronics DPM agent
b) Within DPM easyCipher Console define a new data protection policy that protects the existing folder allowing authorized users and programs to have access
c) Once database server has been encrypted,  native TDE encryption can be turned off



[bookmark: _Toc133587404][bookmark: _Toc133587405][bookmark: _Toc133587406][bookmark: _Toc133587407][bookmark: _Toc133587408][bookmark: _Toc133587409][bookmark: _Toc133587410][bookmark: _Toc133587411][bookmark: _Toc133587412][bookmark: _Toc133587413][bookmark: _Toc133587414][bookmark: _Toc135214300]Database Synchronization
An alternative data migration can be achieved by setting up a cluster configuration with mirroring/synchronizing data to another system. In this case one node will be encrypted with native TDE and another node will be encrypted with Randtronics DPM. It is important to note that synchronizing files should reside on different system and not on a shared SAN/NAS folder. When the second node migration is finished, a failover will be performed and then the first node will be migrated.
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Figure 3 Database Synchronization
a) If the database is running as a standalone database, build a new system and connect both into a database cluster. If your databases are already running in a cluster configuration with separate file storages then start with the secondary node.
b) Install DPM agent on the secondary node. 
c) Within DPM easyCipher Console define a new data protection policy that adds the database program to the application whitelist for the database folder
d) Synchronize data from the primary node to the secondary. It will create a new copy of the database that is encrypted by Randtronics DPM
e) Once mirroring is complete, perform failover to the secondary node.
f) Perform migration on the primary node
g) Failback to the primary node and deactivate the cluster if required  
[bookmark: _Toc135214301]Install and validate data transition to Randtronics DPM:
Install Randtronics DPM in a test configuration for preliminary tests and user training.
Conduct preliminary test to confirm operability with all data sources to be transitioned and establish time benchmarks for the decrypt/re-encrypt process for sample sets of comparable size to your production data sources.
[bookmark: _Toc135214302]Develop detailed plan
Develop a detailed plan for the migration process, including a timeline and a list of tasks to be completed. Determine who will be responsible for each task and establish communication channels to ensure that everyone is aware of their roles and responsibilities.
[bookmark: _Toc135214303]Train your users:
Train your users on the Randtronics DPM easyCipher, including any new policies or procedures that may be required. This will ensure that they are able to continue working with the encrypted data in a secure and efficient manner.
[bookmark: _Toc135214304]Migrate your data:
Migrate your encrypted data to the new encryption product as per chosen migration method. This may involve exporting the data from the legacy product and importing it into the new product. Alternatively, you may need to use specialized migration tools to ensure a smooth transition.
[bookmark: _Toc135214305]Test and validate:	
Once your data has been migrated, test and validate the new encryption product to ensure that it is working as expected. This includes testing data access, backup and restore, and other critical functions.
[bookmark: _Toc135214306]Decommission 
Once your data has been fully migrated and validated you can now decommission your Alliance Key Manager HSM or appliance.


[bookmark: _Ref134685613][bookmark: _Ref134685665][bookmark: _Ref134685667][bookmark: _Toc135214307]Randtronics Professional Services
The Randtronics professional services team is available to assist customers in the planning and executing of their migration strategy.
Based on our experience assisting many organizations with similar migration projects we have developed a three-phase program designed to assist organizations achieve a smooth ‘no surprises’ transition with the option of either having Randtronics manage the full end-to-end process or provide support to your own team.
Phase 1 – Scoping, is available at no cost to the customer.
Phase 2 - Proof of Value (POV) is a paid program designed to demonstrate compatibility of the Randtronics DPM platform within the customers own environment prior to commitment to a major purchase order.
The POV is charged on a cost recovery basis for time.  A single-server POV license for Randtronics DPM software is available for no cost (limit of one per customer).
Phase 3 – Migration Program.  The customer has the choice of having Randtronics manage the full end-to-end migration process on their behalf or purchasing services packages to assist an internal team. 
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[bookmark: _Toc135214308]Phase 1: Scoping
The scoping phase consists of a 1-hour consulting session during which we aim to explore scope and better understand your environment and requirements.
During this session we will have the opportunity to share information on likely timelines and costs of a program to address your requirements with the option of having Randtronics manage the end-to-end process for you.

Phase 1 deliverables are an indicative proposal and scope of works:
· Scope and cost for a Proof-of-Value exercise to demonstrate the suitability of Randtronics DPM as a replacement for your Alliance Key Manager 
· Indicative cost estimates for Randtronics DPM software components to replace your current Appliance Key Manager based on gathered requirements and 
· Indicative cost estimates and timelines for Randtronics to manage the end-to-end migration program based on gathered requirements
[bookmark: _Toc135214309]Phase 2: Proof of Value
The Randtronics Proof of Value exercise aims to confirm the presumption that Randtronics DPM is a suitable ‘drop in’ replacement for the customers’ Alliance Key Manager.

i) Preliminary product training (1 hour)
ii) Demonstration of operation of DPM products protecting sample data on test systems representative of the customers production environment, operating within the customers network.
iii) Demonstration of Data Transition Methods, for migrating the customers data from native TDM to Randtronics DPM TDE.

Phase 2 deliverables are:
· Confirmation of suitability of Randtronics DPM as a replacement for the customers Alliance Key Manager
· Demonstration of Data Migration Methods and Administration of data protection policies using the Randtronics DPM platform
· Detailed quotation for Randtronics DPM software components to replace customers Alliance Key Manager and native TDE solution
· Detailed quotation for Randtronics Migration professional services to manage the end-to-end migration program
[bookmark: _Toc135214310]Phase 3: Migration Program
Randtronics will create a customized program based on the scale and scope of the customers requirements. Randtronics offers the following migration programs:
a. Starter pack – This program includes detailed planning and assessment of the environment, product training for your technical staff, deployment of DPM manager and migration up to 3 target systems. This program is design to train your team to the level so they can continue migration internally. 
b. Full end-to-end program – This program includes detailed planning and assessment of the environment, product training for technical staff, administrative staff and end users, performance optimization, deployment of DPM manager and migration of all target systems. Project management is conducted by the customer. Optionally you can purchase a Project Management add-on.
c. Al-a-carte Individual service packages: Details Planning and Assessment, Project Management, DPM Deployment, Basic Migration, Full Migration, Technical support, User training, Performance optimization.

1. Detailed Planning and Assessment: This service package is designed to help customers plan for a successful replacement of their current Alliance Key Manager with Randtronics DPM. It includes a detailed assessment of the customer's current IT infrastructure and data storage types.  Mapping of the current Vormetric configuration to its Randtronics DPM replacement, business processes, and requirements to identify potential gaps and risks. The typical duration of this package is 2 days to 1 week, and the cost ranges from $1,000 to $5,000. The outcome of this package is a comprehensive implementation plan that outlines the scope, timeline, and resources required for a successful Alliance Key Manager migration

2. Project Management: This package is designed to provide customers with a dedicated project manager who will oversee the Alliance Key Manager EOL migration process from start to finish. The project manager will ensure that the project is well-managed, well-communicated, and delivered on time and within budget. The typical duration of this package is 2-4 months, and the cost ranges from $12,000 to $25,000. 

2. DPM deployment: This package is designed to help customers with deployment of DPM managers as per requirements. It includes working with customer’s IT infrastructure team to assist in building required systems and backend databases, high availability setup, establishing backup and restore procedures. Then DPM management modules are installed and tested as per developed functional testing document and user acceptance testing document. The typical duration of this package is 10 days. The outcome of this package is implementation of DPM managers ready for migration. 

3. Basic Migration: This package is designed to perform migration of 3 target systems from Alliance Key Manager to Randtronics. DPM agents will be installed and tested as per developed functional testing document and user acceptance document. This will allow internal technical staff to learn about the migration process. This knowledge will allow the internal staff to continue with migration of remaining systems over time.  The typical duration of this package is 10 days. The outcome of this package is installation of 3 DPM agents and migration of data on 3 systems. 

3. Full Migration: This package is designed to perform migration of all target systems from Alliance Key Manager to Randtronics. DPM agents will be installed and tested as per developed functional testing document and user acceptance document. This includes testing of migration in test environment, migration of production systems, working with customers application SMEs, database administrators, to assist with user acceptance testing, Go Live support after migration. The minimum duration of this package is 3 months and additional days are billed as required. The outcome of this package is migration of all target systems from Alliance Key Manger and native TDE encryption to Randtronics DPM. 

3. On-Tap Technical Support: This package is designed to provide customers with on-tap access to technical staff with deep technology knowledge of Alliance Key Manager and Randtronics DPM products. The technical staff will provide ongoing support to the customer during the implementation process, including troubleshooting and issue resolution. The typical duration of this package is 12 months, and the cost ranges from $25,000 to $50,000. Please note that this package does not include actual implementation and migration. 

4. User Training: This package is designed to provide customers’ technical and security staff with user training for Randtronics DPM products. The training can be delivered onsite or online and includes both technical training and end-user training. The typical duration of this package is 1-2 weeks, and the cost ranges from $5,000 to $10,000. The outcome of this package is a well-trained user base that can use Randtronics DPM effectively.

5. Performance Optimization: This package is designed to help customers optimize the performance of the Randtronics DPM whilst addressing the customers requirements for high-availability, resilience and back-up. It includes an assessment of the software's performance, identification of potential bottlenecks and inefficiencies, and recommendations for optimal configuration.  The typical duration of this package is 4-6 weeks, and the cost ranges from $15,000 to $25,000. The outcome of this package is an optimized configuration of the Randtronics DPM management modules that performs well and meets the customer's requirements.
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Copyright Information
© 2023 Randtronics LLC. All rights reserved
This document is subject to change without notice. The user is responsible for complying with all applicable copyright laws and no part of this document may be reproduced or transmitted in any form or by any means (electronic or otherwise) for any purpose without the express written permission of Randtronics. Randtronics may have copyrights, trademarks, and other intellectual property rights in and to the contents of this document. This document grants no License to such copyrights, trademarks and other intellectual property rights. All trademarks and product names used or referred to are the copyright of their respective owners.
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Contact Randtronics to arrange an evaluation download - enquiry@randtronics.com


Randtronics 

America: Milpitals, CA. Ph: +1 650 241 2671
Australia: North Ryde, NSW. Ph: +614 1822 6234

www.randtronics.com
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